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The Need for Mobile Threat Defense (MTD)

● The workstation vs mobile 
line is blurring as mobile 
enterprise access increases. 

Office 365 G Suite Box Jira Salesforce
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● Increasing attacks on 
mobile devices now 
outpace Linux and IoT.

● Mobile credential theft 
has become a critical 
attack technique. 

● Protect 2FA as mobile 
devices become how 
users verify trust.



Real-time, behavioral mobile protection

● malware
● phishing
● MITM

Management IS NOT 
Security
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Mobile Threat Defense

Mobile Device Management

Administration & Enforcement

● require PIN code (policy enforcement)
● lock or wipe mobile device

DIFFERENT JOBS
-----------

COMPLEMENTS
-----------

NOT SUBSTITUTES
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Mobile Threat Defense

SentinelOne’s approach to mobile security:

▪ Behavioral AI-driven protection vs. unknown malware

▪ Real-time phishing prevention 

▪ Integrates with all major MDMs

▪ Privacy built into the design

▪    Available on iOS, Android, ChromeOS
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● Integrated with all major MDMs
○ Easy deployment via MDM

○ Conditional access: lock down access as risk increases
○ Works with or without an MDM

Mobile Threat Defense
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● GDPR compliant, BYOD safe

● The engine never collects user content, messages

● Advanced privacy features

○ Disable Application Inventory

○ Disable collection of network details like SSID

Strong privacy controls

Easy to deploy and manage

Behavior-based 
malware detection

Phishing
 prevention

Untrusted network 
detection

MITM
detection

Jailbroken device
detection

Deep inspection
for apps

App inventory
 with risk scores

Device pin
not set
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▪ Limit or disable network access for 
devices with active alerts

▪ SentinelOne extension for URL filtering

▪ Alert on 60+ threat and risk detections

▪ View application inventory with risk 
scores

Chromebook Overview
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▪ GDPR compliant & BYOD safe

▪ The engine will never collect messages 
or user content

▪ Limit or disable network access for 
devices with active alerts

▪ SentinelOne extension scanner

Strong privacy controls

Visibility

Response

▪ Chrome extension scanner with risk 
scores

▪ Advanced privacy features available

Behavior-based 
malware detection

Phishing
 prevention

Untrusted network 
detection

MITM
detection

Jailbroken device
detection

Deep inspection
for apps

App inventory
 with risk scores

Device pin
not set
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