SentinelOne

Sinqularity Mobile

Mobile Threat Defense for iOS, Android, and ChromeOS

Work is changing and new form factors running iOS, Android, and ChromeOS on handhelds,
tablets, pads, and Chromebooks are everywhere. According to Verizon’s Mobile Security Index
2021 report, more than half of those surveyed experienced breaches with major consequences.
As mobile devices are increasingly leveraged for zero trust authentication and enterprise resource
access, it’s imperative to bring them into the security fold. Many organizations have responded
by mandating the use of Mobile Device Management (MDM) solutions. However, MDM provides
little to no attack protection.

Mobile Device Management (MDM) provides device management
and bare bones security. Mobile Threat Defense (MTD) is the

capability that identifies and stops malicious threats brought

on by user error and targeted attacks.

Singularity Mobile is an Al-powered MTD solution delivering autonomous threat protection,
detection, and response for iOS, Android, and ChromeOS devices. It is the industry’s leading
on-device behavioral Al product that dynamically detects never before seen malware, phishing,
exploits, and man-in-the-middle (MiTM) attacks. Singularity Mobile provides security and data
privacy to support zero trust.
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SINGULARITY MOBILE
BENEFITS

+ Autonomous Al Protection and
Visibility: Best-in-class protection,
visibility, and response for mobile
and Chromebook devices

+ Supports all major platforms:
iOS, Android, and ChromeOS

+ Efficient: Zero touch deployment.
Easy on batteries.

+ Designed for Privacy: Balances
data privacy with security.

+ MDM Optional: Works with
leading MDMs. Works without
an MDM.




Key Capabilities

@ Behavioral AI protects iOS, Android, @ On-device agent eliminates reliance
and ChromeOS devices from the most on cloud connectivity.
advanced mobile threats.
@ Minimal battery consumption for
@ Protection and detection of optimal end-user experience.
mobile malware, both known and
@ Zero touch deployment designed for

zero-day attacks.
busy teams.

@ Protection and detection of phishing
attacks, both known and unknown.

| earn More at Sl.ai/mobile

MTD That Builds on Your MDM

Singularity Mobile works with or

without an MDM. Already own (11
an MDM? Bring mobile security
to the next level with easy inte- SentinelOne provides the

easiest to use but most
comprehensive toolset for
endpoint. -February 1, 2021

gration to these MDM products:
® Intune/ Microsoft
Endpoint Manager
e VMWare WorkspaceOne
e Ivanti HEAD OF SECURITY ARCH. & STRATEGY

e and more Telecommunications, 10B-30B USD

Innovative. Trusted. Recognized.
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for Endpoint Protection Platforms » No missed detections. 100% visibility Voice of the Customer Reviewers
Highest Ranked in all Critical = Most Analytic Detections 2 years running recommend SentinelOne PCI DSS Attestation
Capabilities Report Use Cases « Zero Delays. Zero Config Changes HIPAA Attestation
About SentinelOne sentinelone.com
More Capability. Less Complexity. SentinelOne is pioneering the future of cybersecurity with sales@sentinelone.com
autonomous, distributed endpoint intelligence aimed at simplifying the security stack without +18558683733

forgoing enterprise capabilities. Our technology is designed to scale people with automation
and frictionless threat resolution. Are you ready?



https://www.gartner.com/reviews/market/endpoint-protection-platforms/vendor/sentinelone/product/sentinelone-endpoint-protection-platform/review/view/3535618

