
Identity-powered Zero Trust
NetIQ Identity and Access Management (IAM) secures 

organizations through a comprehensive set of identity and 

access services for workforce and customer identities.

Workforce identity

• Enable an efficient, work-from-anywhere workforce.

Customer identity

• Offer a secure, seamless user experience.

NetIQ Identity and Access Management is part of OpenText 

Cybersecurity, which provides comprehensive security solutions 

for companies and partners of all sizes.

OpenText has completed the purchase of Micro Focus, including 

CyberRes. 

NetIQ: a comprehensive IAM suite

Evolve to Adaptive Authentication

Identity Governance and Administration
Govern access to resources, adapt to risk, and improve business agility with a 
comprehensive IGA platform.

Identity Manager
Manage and provide adaptive, context-based secure access to the right users on any 
device.

Identity Governance
Govern access to applications and data across your diverse enterprise landscape. 
Automate your access review and recertification processes. Off cloud (on-premises) or 
SaaS.

Data Access Governance (DAG)
Gain the same level of control over unstructured data as you have with services by 
extending your identity governance to documents and files.

Match authentication strength and authorization level to the measured risk at hand.
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Trusted by some of the largest deployments in 

the world for Workforce, B2B, and B2C.

• NetIQ Unplugged YouTube Channel: 

https://www.youtube.com/c/NetIQUnplugged

• Website: NetIQ home page

• Community: Join the conversation

More Info

Privileged Access 
Management 

Privileged Account Manager

Centralized management of elevated credentials using 

flexible, policy-based methods that enforce least 

privilege access.

Monitor privileged sessions by leveraging session 

recording, keystroke logging, and 

over-the-shoulder 

monitoring.

Policy Orchestration
NetIQ enables you to extend AD policies to 

your entire IT ecosystem and centrally 

manage policy and configuration changes.

Universal Policy Administrator

Centrally manage security and compliance 

policies across your entire IT environment.

AD Bridge

Leverage Microsoft Active Directory to enforce 

identity and access policies across multiple 

platforms.

Change Guardian

Real-time monitoring, detection, and response 

to unauthorized changes to critical files, 

systems, and applications.

Directory Resource Administrator

Simplify, delegate, and automate the 

administration of your Microsoft Active 

Directory investment.

Platform components
NetIQ secures organizations with a 

comprehensive IAM platform

Risk Service

Adapt the authentication and access experience 

to the risk at hand.

Self Service Password Reset (SSPR)

Administer and enforce strong credential policies 

and provide self-administration for end users.

Enables users to reset their own passwords.

Secure API Manager

Secure and manage APIs of any kind: cloud, 

SaaS, web-services, micro-services, or IoT.

Provides security for public-facing APIs.

SecureLogin

Streamline user authentication by providing a 

single secure login experience for all your 

desktop applications.

NetIQ: a comprehensive IAM suite
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Access Management
Manage and provide adaptive, context-based secure access to the right users on any device at 
any location while minimizing risk.

Access Manager

Deliver seamless single sign-on (SSO) to browser-based

and cloud apps. Provides risk-based authentication 

balancing security versus productivity.

Advanced Authentication

Provide passwordless authentication and elevate secure access to meet regulatory compliance 

with this extensible, standards-based authentication framework. 

Off cloud (on-premises) or SaaS.

https://www.youtube.com/c/NetIQUnplugged
https://www.microfocus.com/en-us/cyberres/identity-access-management
https://community.microfocus.com/cyberres
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