Human-centric Al-Powered Attacks:

The New Reality of
Business Email Compromise

The threat landscape shows a rise In
messaging and human-centric risks:

More Increase of 1.6 Million
Payloadless 40 Targeted Emails Attacks
Attacks Threats Per User Delivered

Attackers are using 40 TPUs: Small businesses 1.6 million emails:; Using
fewer payloads from email saw a steep increase in targeted Microsoft distribution lists,
attachments in their messaging threats per user. attackers delivered 1.6 million
attacks, relying on malicious links emall messages backed by
and complex obfuscation. Al bot call centers.

Evolving threats using generative Al and machine
learning are improving the targeting and content of
attack campaigns, requiring even more advanced
detection to protect businesses.

Learn more about Mimecast Advanced BEC Protection



https://www.mimecast.com/solutions/advanced-bec-protection/

