1.

PARTICIPATING ADDENDUM

Between
SHI International Corporation
(hereinafter “Contractor”)
And
Georgia Department of Administrative Services
(hereinafter "DOAS” or “Participating State/Entity”)
Pursuant to
NASPO ValuePoint
Cloud Soiutions 2016-2026
Administered by the Utah (hereinafter “Lead State”) Master Agreement No: AR2488

SCOPE

The State of Utah, acting by and through the National Association of State Procurement Officials (NASPO)
ValuePoint, competitively procured and awarded a Request for Proposal resulting in Master Agreement
number AR2488. The Master Agreement was created as a cooperative purchasing agreement for Cloud
Solutions.

This addendum establishes Contractor as a non-exclusive, non-mandatory source of supply for (1) all State
of Georgia governmental entities subject to the State Purchasing Act, including but not limited to certain
state offices, agencies, departments, boards, bureaus, commissions, institutions and colleges and
universities and (2) all other State of Georgia governmental entities such as state authorities, local
government, municipalities, cities, townships, counties and other political subdivisions of the State of
Georgia. All entities authorized to make purchases pursuant to this Addendum shall be referred to
collectively as "Purchasing Entities”.

This addendum allows for purchase of the following Cloud Solutions:
Software as a Service (SaaS)
Infrastructure as a Service (laaS)
Platform as a Service (PaaS)
Value Added Services
Additional Value-Added Services
Maintenance Services
Professional Services

Deployment Services
Consulting/Advisory Services
Architectural Design Services
Statement of Work Services
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Partner Services
Training Deployment Services

The above-listed Cloud Services may be obtained from the Service Providers specifically provided for in
Appendix A to this Participating Addendum. No Purchasing Entity may purchase Cloud Solutions from a
Service Provider who is not listed in Appendix A. No terms and conditions of Service Providers (including
but not limited to sub-contractors, resellers, and pariners) will be considered binding on the Participating
State, a Participating Entity, a Purchasing Entity, or the Contractor other than the terms and conditions
attached as an Exhibit to Appendix A. Any documents containing terms and conditions that are in conflict
with the terms and conditions or that contain terms and conditions beyond the scope of this Participating
Addendum and the documents attached to Appendix A are not binding on the parties. The Participating
State may amend Appendix A to add or remove Service Providers as necessary. Amendment of Appendix
A must be made in writing as an amendment to this Participating Addendum, signed by the parties and
approved as required by the laws of the State of Georgia.

Contractor shall be responsible for successful performance and compliance with all requirements in
accordance with the terms and conditions under this Participating Addendum, even if the work is performed
by a subcontractor.

The Contractor's Master Agreement products or services listed on the Contractor's page of the NASPO
ValuePoint website are included in this Addendum only if they are listed in Appendix A and they are not
offered on a Mandatory Statewide Contract. In the event they are offered on a Mandatory Statewide
Contract, products or services may be procured under this Addendum if a waiver is granted by the
Participating State/Entity.

Any obligations placed upon Contractor under the Master Agreement and this Participating Addendum shall
also apply to any service provider (including but not limited to resellers, subcontractors, partners, or agents)
that provides any product or service under the Master Agreement and this Participating Addendum.
Contractor shall also ensure compliance by all service providers (including but not limited to resellers,
subcontractars, partners, or agents) of all obligations and requirements set forth under the Master
Agreement and this Participating Addendum.
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2. TERM

The term of this Participating Addendum and State Contract Number: 99999-SPD-T20190814-0002 shall “LL
be effective upon the date of final execution below (the “Effective Date") by the State of Georgia through
September 15, 2026, unless otherwise terminated in accordance with the termination provisions of this
Participating Addendum or the Master Agreement.

3. NON-EXCL.USIVE CONTRACT

The contract shall be non-exclusive and shall not in any way preclude the State of Georgia from entering
into similar contracts and/or arrangements with other vendors or from acquiring similar, equal or like goods
and/or services from other entities or sources.

4. PRIMARY CONTACTS

The primary contact individuals for this Participating Addendum are as follows (or their named
successors):

Contractor
Name: Joe Raney
Address: 290 Davidson Ave., Somerset, NJ 08873
__Telephone: | 678-557-4714
Fax: 732-868-6055
Email; Joe_Raney@SHI.com
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Participating State:
Name: Beverly Alexander
Address: 200 Piedmont Avenue, SE
Suite 1308, West Tower
Atlanta, GA 30334
Telephone: | 404-656-5345
Email: Beverly.alexander@doas.ga.gov

5. PARTICIPATION

This Participating Addendum (and the corresponding NASPO ValuePoint Master Agreement) may be used
by all state agencies, institutions of higher education, political subdivisions and other entities authorized to
use statewide contracts in the State of Georgia. Pursuant to O.C.G.A. § 50-5-57, DOAS hereby certifies
the Contractor as a source of supply to Purchasing Entities for the goods and services available to
Purchasing Entities pursuant to this Addendum. Orders shall be placed individually and from time to time
by Purchasing Entities. The execution of this Addendum only establishes the Contractor as an authorized
source of supply by DOAS and creates no financial obligation on the part of DOAS. Purchasing Entities
are solely and individually financially responsible for their respective purchases. The Addendum does not
guarantee any minimum level of purchases. Issues of interpretation and eligibility for participation are solely
within the authority of the State Chief Procurement Official.

Executive branch state agencies that are required to use the Georgia Enterprise Technology Services
(GETS) for their IT infrastructure must receive prior approval from the Georgia Technology Authority (GTA)
before making purchases under this contract. Instructions for the agencies to obtain approval and a list of
the relevant agencies are provided in the User Guide for this contract.

With respect to any “Educational Discount Price”, offered by Contractor pursuant to this Addendum, the
parties agree that the following Purchasing Entities shall be eligible to receive any Educational Discount
Price: Board of Regents of the University System of Georgia and all of its colleges and universities, the
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Technical College System of Georgia and all of its technical schools, the State Board of Education, the
Georgia Department of Education, the Georgia Academy for the Blind, the Georgia School for the Deaf, the
Atlanta Area School for the Deaf, public K-12 schools, public boards of education, “local school systems"
and “local units of administration as those ferms are defined by O.C.G.A § 20-2-242, and any other
Purchasing Entity identified by the parties as an educational entity.

Contractor acknowledges that Purchasing Entities are a political subdivision of the State of Georgia. The
laws of the State of Georgia shall govern this Participating Addendum. Nothing under this Participating
Addendum or the Master Agreement shall be deemed or construed as a waiver of the State's right of
sovereign immunity. The Participating State/Entity and Purchasing Entities are agreeing to the terms of the
Master Agreement only to the extent the terms are not in conflict with Georgia law.

Purchasing Entities, as a political subdivision of the State of Georgia, may not sign their own Participating
Addendum, unless approved by the Chief Procurement Cfficer of the state where the Purchasing Entities
are located.

NO THIRD PARTY BENEFICIARIES
Nothing in this Participating Addendum or any purchase orders issued pursuant to this Addendum shall
be construed to create a third party beneficiary to this Addendum.

ORDER OF PRECEDENCE

{i) The Participating Addendum ("PA"), including any Amendments and Exhibits aftached, A
Participating Entity's Participating Addendum shall not diminish, change, or impact the rights of the
Lead State with regard to the Lead State's contractual relationship with the Contractor under the
Terms of Utah NASPO ValuePoint Master Agreement;

(i) NASPO ValuePoint Master Agreement Terms & Conditions, with the exception of Attachment E,
which is hereby deleted,

(i) The Solicitation;

{iv) Contractor's response to the Solicitation, as revised and accepted by the Lead State; and

(v) A Service Level Agreement or Purchasing Order issued against the Participating Addendum.
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These documents shall be read to be consistent and complementary. Any conflict among these documents
shall be resolved by giving priority to these documents in the order listed above. Contractor terms and
conditions that apply to this Participating Addendum are only those that are expressly accepted by the
Participating State and must be in writing and attached to the Participating Addendum as an Exhibit or
Attachment. The Participating Addendum language prevails unless a mutually agreed exception has been
negotiated. Such exception must be made in writing as an amendment to this Participating Addendum,
signed by the parties and approved as required by the laws of the State of Georgia.

No other terms and conditions shall apply, including terms and conditions listed in the Contractor's response
to the Solicitation, or terms listed or referenced on the Contractor's website, in the Contractor
quotation/sales order or in similar documents subsequently provided by the Contractor to a Purchasing
Entity. No purchase order, invoice, or other documents associated with any sales, orders, or supply of any
good or service under this Participating Addendum shall contain any terms or conditions other than as set
forth in the Participating Addendum. Any such extraneous terms and conditions shall be void, invalid, and
unenforceable against the State of Georgia or the Participating Entity. Any refusal by
Contractor/Subcontractor to supply any goods or services under this Participating Addendum conditioned
upon the State of Georgia or the Participating Entity submitting to any extraneous terms and conditions
shall be a material breach of the Participating Addendum and constitute an act of bad faith by the
Contractor/Subcontractor.  Contractor shall insure that contracts or agreements with subcontractors,
agents, partners, and/or resellers, and the performance of services in relation to this Participating
Addendum by the same, do not conflict with this Participating Addendum.

8. CHANGES IN CONTRACTOR REPRESENTATION

DOAS requires the assignment of a primary account representative (for each category). The Contractor
shall identify by name and location the primary account representative for each awarded category who will
be responsible for the performance of the contract. The Contractor must also provide a next in line account
representative, that will serve as a back-up for the State. The State requires the Contractor to notify DOAS
of any changes in key account representatives, in writing within 10 calendar days of the change.

9. AMENDMENTS

Any further Amendments to the Master Agreement after the Effective Date of this Participating Addendum,
that have been approved by the Lead State, will not be appiicable to this Participating Addendum and will
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not be valid unless made in writing as an amendment to this Participating Addendum, signed by the parties
and approved as required by the laws of the State of Georgia. MNo oral understanding or agreement not
incorporated in this Participating Addendum is binding on any of the parties.

10. SUB-CONTRACTORS, PARTNERS, RESELLERS

The Contractor and Service Provider shall identify its strategic business partners related to services
provided under this contract, including but not limited to, all sub-Contractors or other entities or individuals
who may be a party to a joint venture or similar agreement with the Service Provider, who will be involved
in any Cloud solution and/or operations.

Contractor must ensure that any sub-Contractor (including service providers) fulfillment partner, dealer, or
reseller who makes sales under this Participating Addendum complies with the terms of the Master
Agreement and this Participating Addendum. No terms or conditions of the Service Provider (including but
not limited to sub-contractors, resellers, and partners), not included in this Participating Addendum, shall
be considered binding on the Participating State unless specifically agreed to in writing. Any contractual
agreement resulting from this Participating Addendum shali specify that the Contractor is solely responsible
for ensuring fulfillment of all requirements of the Master Agreement, this Participating Addendum, and any
Service L.evel Agreements or other customer agreements.

11, RESELLER APPROVAL

Contractors wishing to add a Reseller fo the Statewide contract must follow the State approval process.
Reseller Partners must be approved in advance by the State as a condition of eligibility under this Contract.
The State reserves the right to rescind any such participation. The State also reserves the right to request
the Contractor to name additional Resellers, in the best interest of the State, at the State's sole discretion.
The Contractor must complete and submit the following forms as part of the State Reseller approval
process:

(i) Sales and Use Tax Form — Populated with Reseller information

(i} Debarment Letter— Contractor statement indicating Reseller is not debarred (Federal or State level)
(iii} E-Verify Form
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(iv) DOAS Reseller Request/Approval Spreadsheet — Contractor to complete DOAS approval
spreadsheet with Reseller contact information and PO instructions. Contractor shail specify
whether orders must be placed directly with Contractor or may be placed directly with the
designated Reseller. Contractor must provide the State, in advance, all necessary ordering
information, billing address and Federal Identification number.

Approved Resellers must be eligible to quote lower than or equal Contract pricing under this Contract.
Contractors are encouraged to identify multiple approved Resellers to participate in competitive
transactions.

Contractor shall be responsible for Reseller performance and compliance with all Contract terms and
conditions. Products purchased through Reseller must be reported by the Contractor in the required
Quarterly Sales Reports to the State.

Immediate notice to DOAS is required by the Contractor, in the event, a change in Reseller's status occurs
during the Contract term.

12. PURCHASING PROCESS
(i) Statement of Need

A Purchasing Entity or Participating Entity purchasing Cloud Solutions from this Participating
Addendum shall create a Statement of Need, each time they desire to purchase Cloud
Solutions. The Entity shall issue a detailed Statement of Need to the Contractor(s) who offers
the applicable Cloud Solution(s). The State Entity reserves the right to require a specific format,
information, and pre-approvals on the Statement of Need Form. At a minimum, the format of
the Statement of Need is left to the discretion of the Purchasing Entity or Participating Entity,
but forms submitted by entities of the State of Georgia must contain the following:

a. Current State
b. Desired Scope
¢. Business Requirements
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d. Technical Requirements
e. Functional Requirements

Upon request, Contractor will assist Purchasing Entities in obtaining cloud service provider contact
information and any applicable license agreements, maintenance agreement, or any other documents
pertinent to the products and/or services in this Participating Addendum wherever such information and
documents have not been made available within the Master Contract. Contractor shall ensure that such
agreements and documents contain static terms and that weblinks are not included in the terms of such
agreements and documents,

Although certain cloud service provider license agreements, maintenance agreements, and other
documents have been included in the Master Agreement, DOAS intends to further negotiate those
agreements. Accordingly, DOAS must approve any applicable license agreements, maintenance
agreement, or any other docurnents pertinent to the products and/or services in this Participating Addendum
prior to order by a Purchasing Entity that is an entity of the State of Georgia. Contractor is responsible for
ensuring that this step takes place and that only agreements approved by DOAS are utilized in conjunction
with sales to such Purchasing Entities.

{iiy Proposal

Contractor shall provide the Purchasing Entity with a Proposal addressing the requested Cloud
Services. At a minimum, the Proposal will include the following:

Price

Scope — Statement of Work
Conditions, SLAs, Obligations
Additionat Terms and Conditions
Timeframe

Exit Process and Cost

~oo0OTw

{iii) Orders
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Any order placed by an Purchasing Entity for a product and/or service available from this
Master Agreement shall be deemed to be a sale under (and governed by the prices and other
terms and conditions) of the Master Agreement unless the parties to the order agree in writing
that another contract or agreement applies to such order.

The State instructs Purchasing Entities within the jurisdiction of this Addendum to include the _
Participating State Contract Number: 99999-SPD-T20190814-0002 and the Master Agreement ~#{_
Number: AR2488 on all purchase orders issued to Contractor.

Orders will be placed by a Purchasing Entity directly with Contractor or approved sub-
Contractor, fulfilment partner, dealer or reseller. The Purchasing Entity may modify Master
Agreement or Participating Addendum terms and conditions relating to Purchasing Entity’s
specific order through an Order Agreement, which must be signed by both the Purchasing
Entity and Contractor. An Order Agreement shall be between the signing Purchasing Entity
and the Contractor, and shall not be interpreted to diminish, change, or impact any other Order
Agreement entered with a separate Purchasing Entity. An Order Agreement shall not diminish,
change, or impact the rights of the Lead State with regard to the Lead State’s contractual
relationship with the Contractor under the Terms of Utah NASPO ValuePoint Master
Agreement and shall not diminish, change, or impact the rights of DOAS with regard to DOAS's
contractual relationship with the Contractor under the Terms of Utah NASPO ValuePoint
Master Agreement and Participating Addendum.

The State of Georgia constitution prohibits State entities from pledging the State’s credit.
Accordingly, entities of the State of Georgia may only be obligated for the amount indicated in
a purchase order executed by the state entity. Contractor shall ensure that all sales to
entities of the State of Georgia and any supplemental agreements comply with the provisions
of the January 6, 2017 memo “Contracting with the Georgia Department of Administrative
Services located at
http://doas.qga.qov/assets/State%20Purchasing/Stage%203%20Documents/Contracting With
_DOAS.pdf as well as any subsequent revisions to such memo.
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Contractor shall ensure that all sub-Contractors providing services under this agreement
executes the appropriate e-verify affidavit located at
http://www.audits.ga.gov/INALGAD/section 3 _affidavits.html

Orders for State Agencies, Departments, Boards, Bureaus, Commissions, Universities, and
Schools (collectively “State Entities”) shall include the Statement of Need and Statement of
Work (accepted Contractor Proposal). It is the responsibility of the Contractor to ensure orders
from State Entities include required documents.

For orders greater than $100,000 in the first year or orders involving FISMA (Federal
Information Security Management Ac) Moderate or High data, Supplier will provide, for
informational purposes only, a copy of the order to a designated DOAS/GTA contact person.
The purpose is to assure that organizations are complying with applicable policies, statues,
and guidelines.

The State is not liable for any costs incurred by Contractors prior to entering into a formal
contract or any order that does not meet the minimum requirements.

(iv) Payment: Payment terms shall be as specified in the Proposal and Invoice.

a. Invoices. Invoices for payments must be submitted by the Contractor to the
Purchasing Entity requesting the services with sufficient detail to support payment.
The terms and conditions included in the Contractor's invoice shall be deemed to be
solely for the convenience of the parties. No terms or conditions of any such invoice
shall be binding upon the Purchasing Entity, and no action by the Purchasing Entity,
including without limitation the payment of any such invoice in whole or in part, shall
be construed as binding or estopping the State with respect to any such term or
condition, unless the invoice term or condition has been previously agreed to by the
State as an amendment to the contract.

b. Inspection and Approval. Final inspection and approval of all work required under the
contract shall be performed by the designated Purchasing Entity officials. Payments
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shall not be made until contractual deliverable(s) are received and accepted by the
Purchasing Entity.

Payment. Purchasing Entity will render payment to Contractor when the terms and
conditions of the contract and specifications have been satisfactorily completed on
the part of the Contractor as solely determined by the Participating Entity. Payment
will be made by the responsible Purchasing Entity. In no event, shall the Purchasing
Entity be responsible or liable to pay for any services provided by the Contractor prior
to the Effective Date of the contract, and the Contractor hereby waives any claim or
cause of action for any such services.

Travel Expenses. Expenses for travel shall not be reimbursed unless specifically
permitted under the duties of the Contractor. All travel must be approved in advance
by the Purchasing Entity. Expenditures made by the Contractor for travel will be
reimbursed at the current rate paid by the State, available here:
https://sao.georgia.gov/state-travel-policy.

Responsibility for Taxes; The State of Georgia and its agencies shall not be
responsible for, or indemnify a Contractor for, any federal, state, or local taxes which
may be imposed or levied upon the subject matter of this Participating Addendum.

Federal Funds. Payments under this Contract may be made from federal funds
obtained by the State. The Contractor is responsible for compliance with all federai
requirements imposed on these funds and accepts full financial responsibility for any
requirements imposed by the Contractor’s failure to comply with federal requirerents.
Participating entities may include additional contract terms and conditions with their
PO's that incorporate language required by federal grant conditions.
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13. PROFESSIONAL/TECHNICAL (P/T) SERVICES

Professional/Technical Services must be within the scope of services available through the Master
Contract. Purchasing Entities may require retainage as specified in their individual Order Agreements or
Purchase Orders.

14. OWNERSHIP IN INTELLECTUAL PROPERTY

The parties each recognize that each has no right, title, or interest, proprietary or otherwise, in or to the
name or any logo, or intellectual property owned or licensed by the other. Each agree that, without prior
written consent of the other or as described in this Contract, it shall not use the name, any logo, or
intellectual property owned or licensed by the other.

15. TERMINATION OF INDIVIDUAL ORDERS OR PURCHASE ORDERS
The individual orders, Order Agreements, or purchase orders may be terminated as follows:
{i) Termination for Cause

a. If, for any reasons, or through any cause, the Contractor or Subcontractor fails to fulfill in
timely and proper manner his obligations, or if the Contractor or Subcontractor viclates any
of the covenants, agreements, or stipulations of this Participating Addendum, the
Purchasing Entity shall have the right to terminate any outstanding order by giving written
notice to the Contractor and Subcontractor of such termination and specifying the effective
date thereof. In that event, all finished or unfinished documents, data, studies, surveys,
drawings, models, photographs, supplies and other materials shall, at the option of the
Participating Entity, become property of the Purchasing Entity and the
Contractor/Subcontractor shall be entitled to receive compensation for any satisfactory
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work completed on such documents and other materials that are usable to the Purchasing
Entity.

(i) Termination for Convenience

a. A Purchasing Entity may terminate an order at any time by giving written notice of such
termination to the Contractor and the Subcontractor and specifying the effective date
thereof, at least thirty (30) days before the effective date of such termination. In that event,
all finished or unfinished documents, data, studies, surveys, drawings, models,
photographs, supplies and other materials shall, at the option of the Purchasing Entity,
become property of the Purchasing Entity and the Contractor/Subcontractor shall be
entitled to receive compensation for any satisfactory work completed on such documents
and other materials that are usable to the Purchasing Entity.

(iii) Immediate Termination

a. A Purchasing Entity may immediately terminate an order pursuant to the terms of
Paragraph 16 of this Participating Addendum.

16. TERMINATION OF PARTICIPATING ADDENDUM

The following provisions relating to termination shall be added to Paragraph 7 of the Master Agreement
entitied “Termination”:

Termination for Non-appropriation: Pursuant to O.C.G.A. Section 50-8-64, any purchase made pursuant to
this Participating Addendum will terminate immediately and absolutely if DOAS or the Purchasing Entity
determines that adequate funds are not appropriated or granted or funds are de-appropriated such that
DOAS or the Purchasing Entity cannot fulfill its obligations under the Statewide Contract, which
determination is at DOAS and/or Purchasing Entity's sole discretion and shall be conclusive. A termination
made pursuant to these terms is not a termination for convenience and will not be treated as such.

Immediate Termination DOAS may terminate the Participating Addendum for any one or more of the
following reasons effective immediately without advance notice:
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a. In the event the Contractor is required to be certified or licensed as a condition
precedent to providing goods and services, the revocation or loss of such license or
certification may result in immediate termination of the Statewide Contract effective
as of the date on which the license or certification is no longer in effect;

b. DOAS determines that the actions, or failure to act, of the Contractor, its agents,
employees or sub-Contractors have caused, or reasonably could cause, iife, health
or safety to be jeopardized,

c. The Contractor fails to comply with confidentiality laws or provisions.

In any termination event, in addition to data transition, Contractor shall allow the Purchasing Entity to
transition accounts, licenses, and technical configurations, to a new provider at no additional cost other
than those detailed in the original customer agreement. This includes, but is not limited fo third party cloud
hosting accounts. Specific data removal and transition information is available and provided by the unique
technology partners. This data removal and transition information shall adhere to the contract terms of the
Mater Agreement and this Participating Addendum.

Survival: The followina provisions shall survive termination or expiration of the Participating Addendum:
Section 17 (Indemnification), Section 19 (Security and Data Protection). Section 23 (Arbitration,

Indemnification, Damages, Warranties). and Section 24 (Security and Data Protection).

Performance and Payment Time Frames that Exceed Contract Duration: All maintenance or other
agreements for services entered into during the duration of a service level agreement and whose
performance and payment time frames extend beyond the duration of this Participating Addendum and/or
the Master Agreement shall remain in effect for performance and payment purposes (limited to the time
frame and services established per each written agreement). To the extent that any agreements extend
beyond the duration of this Participating Addendum and/or the Master Agreement, the terms and
conditions in this Participating Addendum and the Master Agreement, as well as the terms and conditions
of any written service level agreements or purchasing orders, will remain in effect through the time frame
in the written agreement, or until the written agreement is terminated. No new |eases, maintenance, or
other agreements for services may be executed after the Master Agreement has expired or after this
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Participating Addendum has expired or been terminated. For the purposes of this section, renewals of
maintenance, subscriptions, SaaS subscriptions and agreements, and other service agreements shall not
be considered "new.”

17. INDEMNIFICATION
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{) The Master Agreement's Indemnification (Section 13, subpart a) provision controls. The Master
Agreement's Limitation of Liability clause (Section 13, subpart ¢} is deleted and replaced with the
following:

The limit of liability shall be as follows:

a,

Contractor's liability for any claim, loss or liability arising out of, or connected with the products
or services provided, and whether based upon default, or other liability such as breach of
contract, warranty, negligence, misrepresentation or otherwise, shall in no case exceed direct
damages in: (i) an amount equal to two (2) times the charges specified in the Purchase Order
for the products or services, or parts thereof forming the basis of the Purchasing Entity's claim,
(said amount not to exceed a total of twelve (12} months charges payable under the applicable
Purchase Order) or (i) five million dollars ($5,000,000) per purchase by a Purchasing Entity,
whichever is greater, except to the extent resulting from Contractor's recklessness, bad faith,
or intentional misconduct.

The Purchasing Entity may retain such monies from any amount due Confractor as may be
necessary to satisfy any claim for damages, costs and the like asserted against the Purchasing
Entity unless Contractor at the time of the presentation of claim shall demonstrate to the
Purchasing Entity's satisfaction that sufficient monies are set aside by the Contractor in the
form of a bond or through insurance coverage to cover associated damages and other costs.

Notwithstanding the above, neither the Contractor nor the Purchasing Entity shall be liable for
any consequential, indirect or special damages of any kind which may result directly or
indirectly from such perfonmance, including, without limitation, damages resulting from loss of
use or loss of profit by the Purchasing Entity, the Contractor, or by others. For purposes of
clarity, damages relating to data breach are considered to be direct damages.

The limitations of liability will not apply to claims for bodily injury or death as set forth in Section
13 and Section 30 under the Master Agreement, when made applicable under a specific
Purchase Order. The limitations of liability shall not apply o damages due to data breach either
by Contractor, including those related to any solution or services provided by Contractor.
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(i)

Notwithstanding any language to the contrary, no interpretation of this contract shall find that the State
of Georgia or its agencies have agreed to indemnify Contractor or any third parties. Any term or
conditions otherwise is null and void.

Coordination of Defense. In connection with indemnification of a Purchasing Entity or DOAS, when a
Georgia state entity is a named defendant in any lawsuit, the defense of the Georgia state entity shall
be coordinated by the Attorney General of Georgia. The Attorney General of Georgia may, but has no
obligation to, authorize Contractor to controf the defense and any related settiement negotiations;
provided, however, that, in such event, Contractor shall not agree to any settlement of claims against
the State of Georgia without first obtaining a concurrence from the Attorney General of Georgia. If the
Attorney General of Georgia does not authorize sole control of the defense and settlement negotiations
for Contractor, Contractor shall be granted authorization to participate in any proceeding related to this
section; provided however notwithstanding anything of the contrarily herein, Contractor shall continue
to be obligated to indemnify the participating entity and, to the extent applicable, any and all purchasing
entities, in accordance with and to the extent Contractor provides such indemnity under this Master
Agreement.
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18. Section 31 of the Master Agreement is amended to include the following provision:

Service Provider Disclaimers of Warranties Invalid. Any term or condition that excludes, disclaims, or
limits a Contract Vendor warranty is null and void.

Warranty of Security. Unless otherwise agreed in writing, the Contractor and all Service Providers,
inciuding but not limited to sub-contractors, resellers, and partners, will not perform any of the services
outside of the United States, and the Contractor will not allow any State of Georgia data to be sent by any
medium, transmitted, or accessed outside of the United States.

The Contractor and all Service Providers must notify the Purchasing Entity and the State of Georgia
(through the Participating State Contact to this Participating Addendum) as soon as possible or no later
than twenty-four (24) hours following discovery of the breach of any unauthorized access of data occurs.

Indemnification (Breach of Warranty of Security): The Contractor agrees to defend, indemnify, and hold
harmless the State of Georgia, the Participating Entities, and any officers, directors, or employees of such
for any claims, suits, or proceedings related to a breach of the Warranty of Security. The Contractor will
include credit monitoring services at its own cost for those individuals affected or potentially affected by a
breach of this warranty for a two-year period following the breach.

19. SECURITY AND DATA PROTECTION. The Contractor is responsible for the security and protection of
the Purchasing Entity's data. The terms, conditions, and provisions of this Security and Data Protection
section apply in addition to any terms, conditions and provisions of the Master Agreement related to
security and data protection. This Security and Data Protection section survives the completion,
termination, expiration, or cancellation of this Purchasing Addendum.

(i) The following terms are added to the Master Agreement at Exhibit 1, Software as a Service:
a.Application Security Audits and Remediation. Contractor will audit, at the application level
the security of the systems and processes used to provide any and ali Cloud Computing
or Hosting Services to the State. This security audit: (1) will be performed at least once
every calendar year beginning with the initial year of the Contract; (2) will be performed
according to Statement on Standards for Attestation Engagements (“SSAE") 18 Service
Organization Control ("SOC") 1 or 2, International Organization for Standardization (*1SO”)
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27001, or FedRamp; (3) will be performed by third party security professionals at
Confractor's election and expense; (4) will result in the generation of an audit report
{'Contractor Audit Report”), which will, to the extent permitted by applicable law, be
deemed confidential information and as not public data under the Georgia Data Practices
Act; and (5) may be performed for other purposes in addition to satisfying this section.

Upon the State’s reasonable, advance written request, Contractor will provide the State a
copy of the current Contract Vendor Audit Report. If the Contractor Audit Report is of or
involves a third party's IT environment, the State may be required to execute a non-
disciosure agreement with the third party.

Contractor will make best efforts to remediate any conirol deficiencies identified in the
Contractor Vendor Audit Report in a commercially reasonable timeframe.

If the State becomes aware of any other Contractor controls that do not substantially meet
the State's requirements, the State may request remediation from Contractor. Contractor
will make best efforts to remediate any control deficiencies identified by the State or known
by the Contractor, in a commercially reasonable timeframe.

b.Secure Coding. Contractor warrants that all Cloud Services are free from any and all
defects in materials, workmanship, and design. Confractor warrants that all Cioud
Services are free from any and all viruses, malware, and other harmful or malicious code.
Contractor must scan all source code for vulnerabilities, including before and after any
source code changes are made and again before being placed into production, and must
promptly remediate any and all vulnerabilities. Contractor must follow best practices for
application code review and the most current version of the Open Web Application
Security Project (CWASP) 10.

(i) Insurance and Liability. Contractor shall maintain the insurance described in the Standard .
Insurance Requirements section, below.
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Notwithstanding any limitation of liabilities in the Participating Addendum, the Contractor shall be
liable for damages to the extent such damages are within the insurance limit. For purposes of
clarification, the foregoing sentence shall in no way limit the Contractor’s liability.

(iif) Subcontractors, Contractor agrees that no State data shall be transmitted, exchanged or
otherwise provided to other parties except as specifically agreed to in writing by the Chief
information Security Officer or delegate. Confractor must ensure that any contractors,
subcontractors, agents and others to whom it provides State data, agree in writing to be bound by
the same restrictions and conditions under the Participating Addendum that apply to Contractor
with respect to such data.

(iv) Compliance with Data Privacy and Security Laws and Standards. In addition to the requirements
of the Master Contract, Contractor shall comply with all applicable State and Federal data privacy
and data security laws, rules, and regulations, including the following.

Any work performed by Contractor shall comply with relevant requirements of the Participating
State’s Enterprise Architecture and Georgia Information Technology Standards, if such entity is
under the purview of the Georgia Technology Authority. These standards may be found at
https:/igta.georgia.gov/psg/.

Contractor shall comply with the Health Insurance Portability Accountability Act ("HIPPA"), the
HITECH Act, and other similar privacy laws. Contractor also shall comply with the HIPPA Privacy
Rule, HIPPA Security Rule, and other similar rules, regulations, and laws, including future
amendments thereto,

Contractor shall comply with all applicable requirements, restrictions, and conditions set forth in the
Criminal Justice information Services ("CJIS") — Security Policy, Version 5.3 dated 8/4/2014,
including, but not limited to, conducting FBI fingerprint background checks on all of Contractor
agents, employees, and subcontractors that have or will have access to Criminal Justice
information (“*CJI").
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Contractor acknowledges that for the purposes of this Participating Addendum when storing,
processing, transmitting or otherwise accessing State data subject to the Family Educational Rights
and Privacy Act ("FERPA"), it is designated as a "school official’ with “legitimate educational
interest” in the State data and associated metadata, as those terms have been defined under
FERPA and its implementing regulations, and Contractor agrees to abide by the limitations and
requirements imposed by 34 CFR 99.33(a) on school officials. Contractor shall use Ordering Entity
data only for the purpose of fulfilling duties under the Contract and will not monitor or share such
data with or disclose it to any third party except as provided for in this Participating Addendum, as
required by law, or as authorized in writing by the Ordering Entity. By way of illustration and not of
limitation, Contractor will not use such data for Contractor's own benefit and, in particular, will not
engage in "data mining” of such data or communications, whether through automated or human
means, except as necessary to fulfill its duties under this Paricipating Addendum ,or as required
by law, or authorized in writing by the Purchasing Entity.

All of Contractor's systems and components that process, store, or transmit Cardholder Data shall
comply with the most recent version of the Payment Card Industry Data Security Standard {(*PClI
DS8S"} promulgated by the PCI Security Standards Councll. The Contractor shall, upon request,
provide the State with Contractor's current Attestation of Compliance signed by a PCl QSA
{"Qualified Security Assessor’).

{v) Business Continuity and Backups. Contractor shali ensure that the State’s designated recovery timelines
are met. Contractor shall have written business continuity and disaster recovery plans that define roles,
responsibilities and procedures necessary to ensure that Cloud Services provided under this Participating
Addendum shall be maintained in the event of a disruption to the Contractor's operations, regardiess of
the cause of the disruption. Such plans must, at a minimum, define the Contfractor’s actions to address
the impacts of the following key areas likely to cause a disruption to Contractor's operations: loss of key
personnel, loss of facility, and loss of information technology. Contractor must conduct testing and review
of its business continuity and disaster recovery plan at least annually. Upon State request, Contractor
must also participate, at mutually agreed upon times, in State business continuity and disaster recovery
testing, training, and exercise activities.
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20. PUBLIC RECORDS

The laws of the State of Georgia, including the Georgia Open Records Act, as provided in O.C.G.A. Section
50-18-70 et seq., require procurement records and other records to be made public unless otherwise
provided by law. Contractor agrees that this Contract, any related purchase orders, related invoices, related
pricing lists, and the Proposal will be public documents, and may be available for distribution. Contractor
gives DOAS, the Purchasing Entities, and the State of Georgia express permission to make copies of this
Contract, any refated purchase orders, related invoices, related pricing lists, and Proposal. The permission
to make copies as noted will take precedence over any statements of confidentiality, proprietary information,
copyright information, or similar notation. DOAS, the Purchasing Entities, and/or the State Georgia will not
inform Contractor of any request for a copy of this Contract, including any related purchase orders, related
invoices, related pricing lists, or the Proposal.

21. STANDARD INSURANCE REQUIREMENTS

The Contractor shall procure and maintain, until all of its obligations have been discharged (including any
warranty periods under the statewide contract have been satisfied), insurance which shall protect the
Contractor and the State of Georgia (as an additional insured) from any claims for bodily injury, property
damage, or personal injury covered by the indemnification obligations set forth in the statewide contract
attached to this solicitation throughout the duration of the statewide confract. The Contractor shall procure
and maintain the insurance policies described below at the Contractor's own expense and shall furnish
DOAS an insurance certificate listing the State of Georgia as certificate holder and as an additional insured.
The insurance certificate must document that the Commercial General Liability insurance coverage
purchased by the Contractor includes contractual liability coverage applicable fo the statewide contract. In
addition, the insurance certificate must provide the following information: the name and address of the
insured; name, address, telephone number and signature of the authorized agent; name of the insurance
company (authorized to operate in Georgia); a description of coverage in detailed standard terminology
(including policy period, policy number, limits of liability, exclusions and endorsements);, and an
~ acknowledgment of notice of cancellation to DOAS,
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The Contractor is required to maintain the following insurance coverage’s during the term of the statewide
contract:

1) Workers Compensation [nsurance (Occurrence) in the amounts of the statutory limits
established by the General Assembly of the State of Georgia (A self-insurer must submit a
certificate from the Georgia Board of Workers Compensation stating that the Contractor
qualifies to pay its own workers compensation claims.) In addition, the Contractor shall require
all Sub-Contractors occupying the premises or performing work under the statewide confract
to obtain an insurance certificate showing proof of Workers Compensation Coverage with the
following minimum coverage:

Bodily injury by accident - per employee $100,000;
Bodily injury by disease - per employee $100,000;
Baodily injury by disease — policy limit $500,000.

2y  Commercial General Liability Policy with the following minimum coverage:
Policy shall include bodily, property damage and broad form confractual liability

coverage.

Each Occurrence Limit $1,000,000

Personal & Advertising Injury Limit $1,000,000
General Aggregate Limit $2,000,000
Products/Completed Ops. Aggregate Limit $2,000,000

3)  Aufomobile Liability
Bodily Injury and Property Damage for any owned, hired or non-owned vehicles used in the
performance of the statewide confract

Combined Single Limit $1,000,000
4)  Errors and Omissions Limit $2,000,000
5) Commercial Umbrella Limit $2,000,000.
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The foregoing policies shall contain a provision that coverage afforded under the policies will not be
canceled, or not renewed or allowed to lapse for any reason until at least thirty (30) days prior written notice
has been given to DOAS. Certificates of Insurance (ACORD form or equivalent approved by the State)
showing such coverage to be in force shall be filed with DOAS prior to commencement of any work under
the statewide contract and remain in effect for the duration of the statewide contract. The foregoing policies
shall be obtained from insurance companies authorized to do business in Georgia and shall be with
companies acceptable to DOAS, which must have a minimum A.M. Best rating of A-. All such coverage
shall remain in full force and effect during the term and any renewal or extension thereof.

Within ten (10) business days of an executed Participating Addendum, the Contractor must procure the
required insurance and provide DOAS with two (2) Certificates of Insurance. Certificates must reference

~fLL the Contract Number: 99999-SPD-T20190814-0002. The Contractor’s submitted pricing must include the

cost of the required insurance. No contract performance shall occur unless and until the required
insurance certificates are provided.

22. INDIVIDUAL CUSTOMER

Each State entity and political subdivision, as a Purchasing Entity, that purchases products/services shall
be treated as individual customers. Except to the extent modified by a Participating Addendum, each
agency and political subdivision shall be responsible to follow the terms and conditions of the Master
Agreement; and they shall have the same rights and responsibilities for their purchases as the Lead State
has in the Master Agreement. Each agency and political subdivision shall be responsible for their own
charges, fees, and liabilities. Each agency and political subdivision shall have the same rights to any
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indemnity or to recover any costs allowed in the contract for their purchases. The Contractor shall apply the
charges to each Purchasing Entity or Purchasing Entity individually.

23. ARBITRATION, INDEMNIFICATION, DAMAGES, WARRANTIES

Notwithstanding any language to the contrary, no interpretation of this contract shall find that the State of
Georgia or its agencies have agreed to binding arbitration. Any term or condition that requires the parties
to mediate or arbitrate is null and void. Voluntary dispute resolution procedures are valid to the extent
allowed by law. Further, the State of Georgia does not agree to pay attorney fees, costs, or late payment
charges. Nothing herein, whether express or implied, shall be deemed to create an obligation on the part
of the State to indemnify, defend, hold harmless or release the Confractor, Contractor's sub-Contractors,
or Contractor's agents. This shall extend to all agreements related to the subject matter of this Participating
Addendum, and to all terms subsequently added, without regard to order of preference.

24. STATE OF GEORGIA ePAYABLE/PURCHASING CARD PROGRAM

DOAS administers a program which provides a purchasing card (hereinafter, "State of Georgia PCard") to
be used by authorized government employees of certain governmental entities electing to participate in the
program to purchase necessary supplies. The Contractor agrees to accept payment via ePayables and
shall impose no fee on either DOAS or any Purchasing Entity for the use of ePayables pursuant to this
Statewide Contract. Payment via ePayables is the preferred method of compensation processing. DOAS
has entered into a Contract with its PCard provider, Bank of America, to provide the e-Payables solution
which will allow DOAS and Purchasing Entities to facilitate electronic payment by DOAS and Purchasing
Entities to the Contractor.

All purchases made by Purchasing Entities' representatives utilizing State of Georgia ePayables shall be
exempt from sales tax. It is the responsibility of the Purchasing Entity representative to provide the
Purchasing Entity's tax identification number as needed at the point of sale.
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The Contractor shall keep the State of Georgia ePayables numbers confidential and shall not disclose the
State of Georgia ePayables numbers except as expressly authorized by DOAS. The Contractor represents
that State of Georgia ePayables numbers will be processed, fransmitted and stored in compliance with the
Payment Card Industry Data Security Standard. The Contractor shall provide immediate written notice to
the current DOAS contract administrator in the event of (1) any unauthorized disclosure of State of Georgia
ePayables Numbers or (2) Contractor’s failure to maintain compliance with the Payment Card industry Data
Security Standard in the Contractor's contract performance. The Contractor agrees to cooperate with
DOAS, Purchasing Entities, and DOAS contractual partner(s) for ePayables in resolving any issues or
disputes.

25. ADMINISTRATIVE FEE AND SALES REPORTING SUBMISSION

Pursuant to O.C.G.A. Section 50-5-51(10), DOAS has the authority to collect monies, rebates, or
commissions payable to the State that are generated by supply contracts established pursuantto O.C.G.A.
Section 50-5-57. These administrative fees are used by DOAS to fund various initiatives, including the
administration of existing and new statewide contracts, training, and technology. DOAS requires each
Contractor to pay to DOAS an administrative fee on all sales pursuant to the resulting statewide contract.
The administrative fee amount for this statewide contract is 2.00 percent (%) for a duration of 1 (one) year.
After the initial duration of 1 year, parties will assess the 2% administrative fee amount and determine if a
modified administrative fee is justified.  All Contractors must agree that the Fee will not be identified
separately from the product and/or service pricing offered to Purchasing Entities wherever that pricing may
appear (website, catalog, invoices, efc.). This Fee will be collected by the awarded Contractor and remitted
to DOAS in accordance with the following paragraphs.

(i} Quarterly Sales Report. The Quarterly Sales Report must be received by DOAS twenty (20} days
after the end of the Fiscal Quarter through submission within the Contractor Portal of Team Georgia
Marketplace, and the Fees must be received as a response to an invoice generated by DOAS
between the time of receipt of the invoice and forty-five (45) days after the end of the fiscal quarter
as defined by the table below:
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DOAS Flscaf i “Contractor's Quarterly | - . Contractor's Payment Due " "
:Quan‘ers i Sa!es Report Due Date":[ Date (!n Response to DOAS?
e e e s generated !nvo:ce) .
Quarter 1 July 15t — September 30 October 20”’ November 154
Quarter 2 QOctober 15t — December 319 January 20 February 157
Quarter 3 January 15— March 31t April 20t May 154
Quarter 4 April 15t — June 30 July 20% Augqust 15t
30 DAYS FOLLOWING
TERMINATION OF SWC

At the end of each state fiscal quarter as defined above, Contractor shall prepare the Quarterty
Sales Report and submit the file through the Contractor Portal of Team Georgia Marketplace,
including the Contractor's most up-to-date Invoice Contact Name (Billing Contact), Contractor
Billing Address, and Contractor Billing E-Mail. In the event that no sales have occurred, the
Contractor must complete and submit the Quarterly Sales Report, indicating that no sales have
occurred, and submit the file through Contractor Portal of Team Georgia Marketplace. No later than
the date identified above as the “Contractor's Payment Due Date” for each fiscal quarter, the
Contractor shall remit a payment of fees to DOAS in response to a DOAS generated invoice,
through Electronic Funds Transfer (EFT).

By submission of these reports and corresponding Contractor payments, Contractor is certifying
their correctness. DOAS, at its sole discretion, may also accept payment of Fees from the
Contractor via electronic funds transfer (EFT).
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(i) Auditing and Contract Close Out. All sales reports and Fee payments shall be subject to audit
by the State. Contractor shall maintain books, records and documents which sufficiently and
properly document and calculate all charges billed to the State and all Fees throughout the
term of the statewide contract for a period of at least five (5) years following the date of final
payment or compietion of any required audit, whichever is later. Contractor shall permit the
Auditor of the State of Georgia or any authorized representative of the State, and where federal
funds are involved, the Comptroller General of the United States, or any other authorized
representative of the United States government, to access and examine, audit, excerpt and
transcribe any directly pertinent books, documents, papers, electronic or optically stored and
created records or other records of the Contractor relating to orders, invoices or payments or
any other documentation or materials pertaining to the statewide contract, wherever such
records may be located during normal business hours upon written notice. In the event of a
need to apply an audit review, the State will work with SHI regarding applicable time frames.
Audit shall be limited to records in connection with DOAS only. Contractor shall not impose a
charge for audit or examination of the Contractor's books and records. If an audit discloses
material incorrect billings or improprieties, the State reserves the right to charge the Contractor
for the cost of the audit and appropriate reimbursement. DOAS shall deliver a copy of its Audit
findings to Contractor and Contractor shall have reasonable opportunity to review and dispute
such findings. Evidence of criminal conduct will be turmned over to the proper authorities.

In no event, shall Contractor retain any amount of money in excess of the compensation to which
Contractor is entitled and all non-disputed Fees owed DOAS shall be paid within thirty (30) calendar
days of termination of the statewide contract for any reason.

(i) Madifying or Canceling the Fee. DOAS reserves the right to modify and/or cancel the Fee at
any time. Contractor shall immediately amend the statewide contract pricing to reflect any
modification or cancellation of the Fee by DOAS. In addition, DOAS reserves the right to revise
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collection and reporting requirements in conjunction with implementation of an on-line
procurement system.

{iv) Late Payment Fee. In the event DOAS does not receive the Contractor's payment of the Fees

on or hefore the Contractor's Payment Due Date, the parties agree the Contractor must pay
DOAS interest on the overdue Fees at a rate of eighteen percent (18%) per annum. Interest
will be calculated as follows:

{Administrative Fee Amount Due) x (18%) = X
X /365 (366 for leap years) = Y

Y x (Number of Days Payment is Late) = Interest Owed

For the purposes of this provision, payment of the Fees shall be considered received by
DOAS on (1) the date of DOAS' receipt of the EFT confirmation or (2) the date DOAS
receives the envelope containing a check for the correct amount of the administrative fee.
In the event the Contractor does not submit full payment of the Fees owed, interest shall
only be applicable to the portion of the Fees which is outstanding. In the event the
Contractor makes an error and overpays, the Contractor is responsible for alerting DOAS
in writing of the Contractor’s discovery of the overpayment. DOAS will confirm whether an
overpayment has occurred and refund or credit the overpayment amount to the Contractor
no later than thirty (30) days' following DOAS’ receipt of written notice of the overpayment.
DOAS will have no responsibility for interest or any other fees with respect to Contractor's
overpayment of Fees.

26. QUARTERLY BUSINESS REVIEW MEETINGS
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The Contractor must participate in Quarterly Business Review ("QBR") meetings at DOAS' request. During
the QBR meetings, the Contractor will present a written and oral status to DOAS regarding all
work orders/purchase orders (including date and value). The QBR meeting will also focus on the status of
service level agreements and key performance indicators agreed to by Contractor and DOAS. The QBR
meeting may involve, but not be limited to, the following: review of the Contractor’s performance and
submitted reports, identification of areas of improvement to be addressed, review of the previous quarter's
sales statistics, strategies to grow sales volume, development/monitoring of a Contractor service
"scorecard."

27. COMPLIANCE WITH THE LAW

The Contractor, its employees, agents, and sub-Contractors shall comply with all applicable federal, state,
and local laws, rules, ordinances, regulations and orders now or hereafter in effect when performing under
the Contract, including without limitation, all laws applicable to the prevention of discrimination in
employment and the use of targeted small businesses as sub-Contractors or Contractors. The Contractor,
its employees, agents and sub-Contractors shall also comply with all federal, state and local laws regarding
business permits and licenses that may be required to carry out the work performed under the Contract.
Contractor and Contractor's perscnnel shall also comply with all State and State Entity policies and
standards in effect during the performance of the Contract, including but not limited to the State Entity's
policies and standards relating to personnel conduct, security, safety, confidentiality, and ethics. Contractor
certifies that Contractor is not currently engaged in, and agrees for the duration of this Contract, including
any renewals or extensions thereof, not to engage in, a boycott of Israel, as defined in 0.C.G.A. § 50-5-85.
Further, the provisions of O.C.G.A. Section 45-10-20 et seq. have not and must not be violated under the
terms of this Contract. Further, Contractor represents that Contractor complies with and will continue to
comply with O.C.G.A. § 21-5-76. The laws of the State of Georgia shall govern this Participating Addendum.

28. CERTIFICATION REGARDING SALES AND USE TAX

By executing the Contract the Contractor certifies it is either (a) registered with the State Department of
Revenue, collects, and remits State sales and use taxes as required by Georgia law, including Chapier 8
of Title 48 of the O.C.G.A.; or (b) not a “retailer” as defined in O.C.G.A. Section 48-8-2. The Contractor
also acknowledges that the State may declare the Contract void if the above certification is false. The
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PARTICIPATING ADDENDUM

Between
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Cioud Solutions 2016-2026

Administered by the Utah (hereinafter “Lead State”) Master Agreement No: AR2488

Contractor also understands that fraudulent certification may result in the DOAS or its representative filing
for damages for breach of confract.

28, DRUG-FREE WORKPLACE

The Contractor hereby certifies as follows:

(i)

(i)

(iif)

Contractor will not engage in the unlawful manufacture, sale, distribution, dispensation,
possession, or use of a controlled substance or marijuana during the performance of this
Contract; and

If Contractor has more than one employee, including, Contractor shall provide for such
employee(s) a drug-free workplace, in accordance with the Georgia Drug-free Workplace
Act as provided in O.C.G.A. Section 50-24-1 et seq., throughout the duration of this
Contract; and

Contractor will secure from any sub-Contractor hired to work on any job assigned under
this Contract the following written certification; "As part of the subcontracting agreement
with (Contractor's Name), (Sub-Contractor's Name) certifies to the Contractor that a drug-
free workplace will be provided for the sub-Contractor's employees during the performance
of this Contract pursuant to paragraph 7 of subsection (b) of Code Section 50-24-3.”

Contractor may be suspended, terminated, or debarred if it is determined that:

{®
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(ii) Contractor has violated such certification by failure to carry out the requirements of
O.C.G.A. Section 50-24-3(b).

30. ASSIGNMENT

Neither Party may, nor will it have the power to, assign or novate this Participating Addendum with the
consent of the other.

31. AMENDMENT

No amendment or variation of the terms of this Participating Addendum shall be valid unless made in writing,
signed by the parties and approved as required. No oral understanding or agreement not incorporated in
the Participating Addendum is binding on any of the parties.

32, AGREEMENT

This Participating Addendum together with its exhibits and/or amendments and the Master Agreement
together with its exhibits and/or amendments, set forth the entire agreement between the parties with
respect to the subject matter of all previous communications, representations or agreements, whether oral
or written, with respect to the subject matter hereof. Terms and conditions inconsistent with, contrary or in
addition to the terms and conditions of this Participating Addendum together with its exhibits and/or
amendments and the Master Agreement, together with its exhibits and/or amendment shall not be added
to or incorporated into this Participating Addendum together with its exhibits and/or amendments or the
Master Agreement and its exhibits and/or amendments, by any subsequent purchase order or otherwise
(except as required by Purchasing Entities in order to utilize specific funds for a procurement), and any
such attempts to add or incorporate such terms and conditions are hereby rejected. The terms and
conditions of this Participating Addendum and the Master agreement and its exhibits and/or amendments
shall prevail and govern in the case of any such inconsistent or additional terms.

By signing below, Contractor agrees to offer the same services as on the Utah NASPO ValuePoint Master
Agreement Number AR2488, at prices equal to or lower than the prices on the contract.
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IN WITNESS WHEREOF, the parties have executed this Addendum as of the date of execution by both
parties below.

Contractor: Participating Entity:
SHI International Corp.
Georgia Department of Administrative Services

Signature: Signatyre: .
Nodalad Cantans 0{ - P

Name: Name:
Natalie Castagno

Lisa Eason

Title: Title:
Director of Contracts & RFPs
Deputy Commissioner, State Purchasing Division
Date: Date:

10/2/19 /0-3"/0l
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CONTRACT AMENDMENT

This Second Amendment to the Participating Addendum, dated as of this 29" day of October 2019, is
entered into by and between the SHI International Corporation {“SHI"”) and Georgia Department of

Administrative Services ("DOAS”).

Contract No.: | 1 95999-SPD-T20190814-0002
Current Contract Term: October 3, 2015 —September 15, 2026
WITNESSETH

WHEREAS, SHI and DOAS have previously entered into the Participating Addendum dated
October 3, 2019 {the "PA"); and

WHEREAS, in consideration of adding Service Providers and Cloud Services to the PA, the
Parties wish to amend Appendix A to the Participating Addendum,

WHEREAS, the Parties agree to add Airnet Group, Inc. to Appendix A for the benefit of the
State of Georgia.

NOW, THEREFORE, FOR AND IN CONSIDERATION of the premises, the mutual promises,
covenants, and agreement contained herein, and other good and valuable consideration, the
receipt and sufficiency of which are hereby acknowledged, the Parties hereto agree as follows:

1. Amendment; The PA is hereby amended to incorporate the terms and provisions of this
Amendment. If any terms contained in the PA are in conflict with any terms or provisions of
this Amendment, the terms and provisions of this Amendment shall control. All other
capitalized terms used herein and not otherwise defined herein shall have the meanings set
forth herein. Except as expressly amended herein, the terms and conditions of the PA shall

continue in full force and effect.

2. Appendix A is amended and replaced with the attached.



CONTRACT NUMBER: 99999-SPD-T20190814-0002

IN WITNESS WHEREOF, the Parties hereto have caused this Amendment to be executed in their
names and on their behalf under their seals by and through their duly authorized officers, as of the

day and year first above written.

SHI INTERNATIONAL CORPORATION

Authorized Signature: &

Cassie Skelton - Contracts Manager

Printed Name and Title of Person Signing:

290 Davidson Ave.
Company Address: | gomerset NJ 08873

GEORGIA DEPARTMENT OF ADMINISTRATIVE SERVICES

Authorized Signature: %—( % L%
ﬁfc

£

Lisa Eason, Deputy Commissioner
Printed Name and Title of Person Signing: | State Purchasing Division

Department of Administrative Services
200 Piedmont Avenue, S.E.

Company Address: | Suite 1308, West Tower
Atlanta, Georgia 30334-9010




APPENDIX A

Airnet Service Catalog (Bundled Solutions for laaS and Paa$S)

Airnet Azure Foundations (AAF)

App Migration Services

App Modernization Services

Architecture Design & Planning Services
Azure / Hybrid Solutions Architecture

Azure Backup Services

Azure Consumption Billing Services

Azure Governance Services

Azure Log Analytics / OMS Deployment
Azure Managed Services

Azure Monitoring Services / Setup

Azure Network Deployment Services

Azure Networking Design and Management
Services

Azure Optimization Services
Azure Threat Protection Deployment
Azure Training / Knowledge Transfer

Services
Azure Virtual Desktop Deployment (VDI +)

Business Analysis Services (Datacenter TCO)
Business Outcomes as a Service (BOaaS)
Cloud Data and Analytics Services

Cloud Disaster Recovery Services

Cloud Help Desk Service Level 1 Services
Cloud Help Desk Service Level 2 Services
Cloud Help Desk Service Level 3 Services
Cloud IT Project Management Services

Cloud Migration Services
Cloud Storage Availability Services
Cloud Strategic Planning (ASAT + Tools)

Services

Consulting Services (Stafl Augmentation -
Onsite and Virtual)
Containerization Services

DESCRIPTION R . ; ;
Migrate to the cloud quickly and easlly. Automate the setup of the Azure environments using a scalable, standardized and pre-architected

framewaork, providing a ready-to-use, secure environment in a matter of minutes instead of months of analysis paralysis.

Migrate your applications to the cloud for enhanced performance and availability. Assessment of which applications are a good fit for the
cloud and whether a public, private or hybrid deployment works best. Qutline plan for steps needed fo migrate applications to the new
environment, test and verily expected results.

Reduce the cost, risk and system dependencies of legacy applications. Assessment of legacy application portability and update of those
legacy applications to emerging cloud technologies and platforms such as ASP.NET, VB.NET or C# and databases such as MS SQL 2005

or MS SQL 2008,
Add capacity, build redundancy or relocate applications. Design and architecture services for new infrastructure in the cloud.

Integrated planning and design of solutions for linking on-prem or remote data centers to Azure, including connectivity, authenticalion and

migration,
Replace unraliable processes and lower TCO with cloud backup. Design and implementation of a reliable, secure and cost-competilive
incremental snapshot backup process using tools such as Veeam, Azure Backup or Commvault.

Easily interpret and understand Azure consumplion sources, Development of lagging methodalogy. Generation of custom reports

segmented by customer business and technical requirements.
Manage, monitor and audit Azure resources, access and costs with preventative and proactive policies. Identificalion of applicable resource
groups and tags, recommended Role Based Access Controls 1o struclure subscriptions, and setup of policies and reporting to help easily

monitor activity.
Evaluation of threat vectors and performance indicators around Azure or on-prem Infrastructure. Design and deployment of support

dashboards.
Our bundied managed services allow you to select what works best for your team and the business you serve, from intermediate level to

advanced level operational support.
Resolve network performance issues quickly with actionable information. Testing and monitoring connectivity, protocols, bandwidth and

overall performance to improve the heallh, stabiiity, security and capacity of your network infrastructure.

Discovery, design and deployment services for Azure networking components including ExpressRoute, Cisco, Juniper, Palo Alo, lirewalls,

elc
Integrate networks across carrers, locations, and environments while improving performance and reducing downtime. (Some services
under this category may not apply to all agencies or entities, Please check with your SHI or Airnet representative.)

Scale efficiently and eliminate waste wilhin your Azure environment. Continuous improvement and right- sizing of VMs, testing and validating

for performance goals and resource control 10 oplimize server costs
Security evaluation and implementation of Azure Threat Protection for Azure AD, 0365, virtual machines and on-prem infrastructure.

Learn Azure best practices for laaS, PaaS, Networking, Identity, and Governance.

Modarnize desktops 1o save hardware, software and support expenses while improving security, mobility, productivity and user experience
with virtual desktop infrastructure (VDI). Assessment and deployment of VDI with VMware Horizon or Gitrix XenDesktop.

In-depth assessment of existing compute and application infrastructure. Gauge and report TCO for options comparing Azure and/or on-prem

deployments.
Provide custom hosting of product lines working directly with the cuslomer including cloud engineering, design, suppor, customized billing

and managament,
Data optimization, scripting and reporting for MS SQL, MySQL, CosmosDB, and Azure Datalake environments.

Design an environment prepared for the unexpected. Using Azure Site Recovery, VMware VOP or Vesam, we will establish, execute and
support your business continuily strategy, targeting your RTO and RPO goals

Basic support, troubleshooting, ticket routing and escalation services.

Operational system administrator support for Windows and Linux servers, Active Directory, networking, storage, deployment and break/fix

services,
Architectural design and resource deployment and advanced break/fix services.

Increase the timeliness and quality of complex Cloud projects with professional project management services

Reduce space requirements, energy consumplion and statfing needs by updating to modern platforms with the scalability, flexibility and
security to support your business. Migration of your applications, data and/or infrastructure for relocation or consolidation to the cloud or a

hybrid platiarm.
Ensure your data is accessible anywhere, anytime, for any purpose. Embrace the near limitiess scalability, availability and securily of Azure

storage for file backup, disaster recovery, application availability, and to meet long term compliance needs.

Identily goals and build a roadmap to achieve them. Assessment of your IT infrastructure, risks and cest of ownership. Development of
tiered budgeting options to direct your organization toward your organizations vision for the potential cloud environment.

Manage cloud operational expenses by hiring temporary supplemental stalf for short-term and project- based roles. Level 1, 2 and 3 stalf

augmentation for cloud initiatives available.
More easily manage application development and deployment in the cloud. Design and implementation of containerization selutions including

Kubemetes and Docker.



Cost Opltimlzatian Services
Database Hosilng Managed Sorvices
Identity Services {Accounis and Access)

Infrastruciure Assessment

Intrastructure Servicos! Sazver Doploymant

Sorvices [ 1aaS
Managed Cloud Antl-Virus

Managed Cloud Socurity Services
M365/0365 Migratlen, Liconsing and
Managed Sarvicos

Microsoft Powar Bl (Business Analyties)
Doployment

Plaliorm Assegsmonl Sarvices
Platferm Migration Sarvicas
Platferm dModornlzation Services

Sacurity Assassmant & Consultatlen
Sarvicas

APPENDIX A

tmprove datacentar and cioud Infrastruclure efficlency, Performance analysis of your infrastruciure identifying underullized reseyreas,
diagnosing botllenacks, caleviating maximum load and providing racommeandations on maximiziag resturces 19 meal eiganizalional goals.

Increasa (he spoed ang reliabillty of applications in the cloud, Database managament, maintenance and suppert 1o ensure datasels are
availabla, scaladle, secure and palchad. Wa support, SAP HANA, Microsoft SQL, MySQL, Prograss, PostgraSQL databases,

Secura access to and preven! breachas of organization asssls. Devalopment and implementation of cloud govemance and access
management polleiss and procedures, incuding Implementatlon ol $80, MFA and passward managemant,

Test network capabllity and poritize areas for upgrades, Evaluation of the parformance, configuration and capacity of your Infrasinzeiuse,
Recommendad options and paths 1o impreva parformance and maximize business value for polential cloud migration.

Templated deployment of Azure vidugl machines, configuration of Windows and Linux eparating syslams, data migration, sarves sicrage and
notwork inlagration, and patch managament,
Eeployment and coafiguration of antlvires antfor anfl-malware resourses (o ¢loud andpolals, proactive menitoring and scanning against

known: and immarging viuses and malware.
Managed secutity provides visiblily Into yeur eloud environmen, and helps you Idantify the remadiation slaps rquired lo minimiza exposure.
You get an Infrusion dataction system thal includes securily manitoring and tiraat analysis {rom certitfad securily expens to help detect

threals and harden systems.
Migrata to Office 365 or Migrosoft 365 and experience best-in-class productivity, advanced securily, and device managsmant capabilities to

nelp saleguard your operalions, Almet can migrate, license and manage complex modam workplace systems for you.

Maka forward-ihinking daclsiens based an your own data. Configuration and deployment of Microsolt Power Bl 10 Azure, lralning
stakeholders on key fealures and handling the lachnical aspects, 50 that your team can focus on how to use the data.

Comprehensive ovaluation of current businass objectives, architaclura and resourca conliguralion, Devi Ops practicas, to assist in strategle
planning far adopllon of cloud sarvicas and migration to iha cloud,
Resource invenlory assessment and analysis to datermine optimal configuralicns. Migration of rasources to Azure.

Assassment of lapacy applicatlans, currant platform rasources and opsratienal workliows wilh recommended modemizailon strateglas.

Exocute doployment ¢f naw platfarm environment In the cloud.
Mitigate the sisk and probabillly of IT sacurily threals. Evalualion and idanlification of vulnerabliies of nalwork devices, operating systems,

desktop applications, web applicallons, dalabases, etc,
Recommsndations for cloud govamancs policles and procedures to raduce potential for cyber-attacks and minkmize baach Impact.
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