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How people consume 
cloud in every day life 
drives how enterprises 
adopt and secure it.
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Securing the new ways of working from anywhere
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Posture Usage Approach

low high low high low high

Maturity does not mean you need more products 
– your security needs to grow with you

Infrastructure-Centric Information-Centric Analytics-Centric Behavior-Centric

Cloud Apps

SFDC

Cloud Email

O365

Collaboration Tools

Private Cloud + AWS

Cloud ERP

Direct-to-Cloud

AWS + Azure

Public Cloud First

SaaS First

Full BYOD Support

Cloud 

Security 

Initiatives

Cloud 

Security 

Goals

Compliance 

Policies

User & Data 

Visibility

User/Data 

Controls & 

Prevention

Behavioral 

Intelligence
Policy Audit
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Forces shaping the market
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Cybersecurity should look 

and feel like SaaS

Moving beyond 

Cloud 101

FUNCTIONALITY

COMMODITIZATION

IMPROVISED

WORKSPACES

PRODUCT 

CONSUMERIZATION
DIGITAL

MATURATION

BUSINESS

SIMPLIFICATION
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Reduced vendors, 

software and process

“Good enough” capabilities 

trump esoteric features

You are the office
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The right way to “cloud”
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01. 02. 03.
Single set of policies 

for users and data

Uniform protection

of data wherever it is

Cloud-native, 

centralized 

management

Any user, on any device, at any location
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Converged cloud security for users & data wherever they are
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Protect your users at any 
location and device

Protect your data in the 
cloud and on-prem

Stop malicious cloud 
and web-borne threats

Reduce vendors 
and software

Simplify security 
management operations

Cloud

Security

Gateway

Cloud-native, Centrally Managed Optimize CapEx & OpExUniform Protection & Policies

Optimize user experience 
outside of the office
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Your cloud security must support your business outcomes
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One converged service for integrated web security, CASB and DLP

Single product 

to manage all of 

your policies 

Up to 

55% less 

than nearest 

competitor

Eliminate 

security gaps 

and product 

redundancies

Data center 

certifications

across the entire 

ops lifecycle

Greater

Productivity

Lower 

Costs

Reduced 

Risk

Streamlined 

Compliance
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What our customers are saying
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Forcepoint DLP has many 

pre-defined policies which I 

have not seen in any other 

product. These policies cover 

all the data which is at risk and 

which needs to be protected.

IT Systems Analyst

Global 500 Computer Services Company

Source: TechValidate TVID: 93C-70D-7D8

Data 

Protection

We have more visibility into 

user traffic, better control, and it 

is integrated with DLP. It is 

also helping with our monthly 

KRI and dashboard reporting 

for management review.

Risk Manager

Telecom Services Company

Source: TechValidate TVID: FAD-D4D-B97

Visibility and 

Integration

A consistent experience 

(in both usability and for 

support purposes) for 

end users whether they 

be in the office or 

working remotely.

IT Specialist, Medium Enterprise 

Agriculture Company

Source: TechValidate TVID : 93A-150-89E

Off-Network 

Protection 
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What our customers are saying
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Behavioral 

Context

Safely 

Enabling Users
Closing 

Security Gaps

Forcepoint DLP provides 

visibility on the flow of 

sensitive data within the 

user’s normal activities. 

The ”set it and forget it” attitude 

comes to mind. I no longer 

worry about what my users are 

search or receiving when 

browsing the internet.

With Forcepoint we have been 

able to monitor and close gaps 

where users have been freely 

able to exfiltrate data before.

Julio César Castañeda Reyes, CIO

Accendo Banco S.A

Source: TechValidate TVID: 141-9BA-56A

JD Garcia, System Administrator

San Patricio Electric Cooperative

Source: TechValidate TVID: 1F2-3D5-049

Steven Weis, Engineer

Progrexion

Source: TechValidate TVID: A89-FE9-170
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What our customers are saying
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Of surveyed customers rate 

Forcepoint Web Security Cloud 

as scalable for their company.

Scalable

Of surveyed customers report 

that migrating their security to 

the Forcepoint Cloud was easy.

Easy

Of surveyed customers rate 

Forcepoint Web Security 

Cloud as effective.

Effective

94% 92%82%

Source: TechValidate TVID: 452-EBC-383Source: TechValidate TVID:  CA7-C1A-FEFSource: TechValidate TVID: 411-D08-ED3
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Cloud Security Gateway 
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Stay connected, secure – wherever you are 
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Cloud-centric Architecture 

Decrease your appliance footprint 

Save time with centrally managed cloud-native service 

Simplify your infrastructure without compromising function

Global Cloud Infrastructure 

Global coverage with over 160 PoPs across 145 countries

Fully certified for ISO 27001, ISO 27018, CSA STAR, SOC 1 & 2

World-class, Tier 4 data centers operating on Tier 1 networks 

Superior end-user experience – with content localization

Maximum Productivity 

Increase business productivity to meet your bottom line 

Streamline IT management and operations management 

Optimize bandwidth and performance 
Data sovereignty, 
latency, localization

Localization

Forcepoint PoPs
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Eliminating gaps and redundancies with unified security
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Cloud App Security 

Uncover shadow IT within your organization 

Understand the risk level across uses and applications 

Secure access to cloud applications without impacting productivity

Data Loss and Advanced Threat Protection 

Define your policies once for all your traffic 

Prevent the misuse and exposure of your critical data 

Manage risk and avoid crippling false positives 

Adaptive Security 

Eliminate policy inconsistencies across your distributed offices 

Ensure consistent protection for remote users

Enforce policies wherever your auditors want them 

Public   
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More cloud security, for less
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Data-centric cloud security features Forcepoint Zscaler Symantec Netskope

Unified policies for web, data, cloud, and email on a converged single endpoint

Risk adaptive scoring 

Automatic inline forwarding to CASB

Real-time content analysis for over 100 categories

Inline control for any cloud app

9x MQ Leader Enterprise DLP

Seamless DLP integration for policies, fingerprints and classifiers across web, 

email and cloud

Omni-channel DLP coverage

Cloud sandboxing with full system

Integrated remote browser isolation

Public   
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Dynamic Edge Protection – Forcepoint’s SASE Solution
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20 years of experience across the 
commercial and government verticals

9,400+ customers globally

Multi-thousand site deployments

7x Recommended by NSS Labs

Domain expertise in web 
security,  firewalls, SD-WAN, 
VPNs, cloud-based platforms

Unified Cloud-based Security
• Integrated cloud status page and UI

• Industry-leading zero-day sandboxing

Web Security
• Real-time threat prevention against web & 

email threats powered by Forcepoint ACE

• Advanced filtering based on 134 categories

• Shadow IT with application blocking

Cloud Access Security
• Application and user risk scoring

• Controls for BYOD and managed devices

• Real-time compliance controls (proxy mode)

Data Protection
• Enterprise-class DLP for web and CASB

• Prevents exfiltration of data via web or cloud

Manageability at Global Scale
• Thousands of sites from a single console

• Endpoint context-based policies

• Interactive visualization of network activity

• One-click updates

High-Availability Clustering
• Thousands of sites from a single console

• Zero-downtime updates and upgrades

Anti-Evasion Network Security
• Pioneer in stopping network evasions

• Intrusion Prevention w/ zero-day sandboxing

Secure SD-WAN Connectivity
• Pioneer in Multi-Link™ VPN for combining ISP 

and MPLS for high performance and reliability

• Comprehensive SD-WAN traffic control

True, cloud-native SASE
• Unified policies for network, web, 

application, and threat protection

• Multi-tenant, always up-to-date cloud service 
for setting/deploying/monitoring policies

• Designed for hybrid enforcement (2021)

Zero Trust Network Access
• Safe access to internal apps without VPNs

• Data protection and browser isolation (2021)

Firewall-as-a-Service
• Full network protection for remote sites and 

users without deploying security hardware

Risk-Adaptive Protection
• Automatically enforces different policies 

based on the level of risk posed by each 
user’s own patterns of behavior (2021)

Professional Services

Architecture & Deployment Consultation | Cloud Onboarding | Policy Optimization | Advanced Integration | Technical Support

Cloud Security Gateway
(CSG)

Next Generation Firewall
(NGFW)

Private Access
(PA)
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Cloud Security 
Gateway – security 
made simple

1SKU for 
product 1SKU for 

support 1SKU for 
services+ +
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@Forcepoint Forcepoint @ForcepointSec

@ForcepointLabs

ForcepointLLC Forcepoint

Follow us!
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Thank You
first.last@forcepoint.com

Public   



© 2020 Forcepoint© 2021 Forcepoint

Appendix
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Remote Browser Isolation (RBI)

21

• Ultimate threat protection by 
taking a Zero Trust approach to 
web content

• Add flexibility by providing safe 
access to unsafe sites that are 
typically blocked

• Heightened protection using full 
isolation for users with privileged 
access to resources

• Prevent exfiltration with read-only 
viewing, clipboard controls, and 
content segmentation

Public
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RBI: How it works
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Forcepoint 
CSG

End User

Safe Site Known Bad

Forcepoint 
RBI

Web

Visual Stream


