druva

Druva inSync

Data protection and management for SaaS applications

Datasheet

With the increasing adoption of cloud apps like Microsoft 365 (formerly Office 365), Google Workspace, and Salesforce,
you need a centralized tool to manage and backup all these services. Data within cloud applications translates to increased
risk of company data loss and the inability to track, hold, or monitor data for regulatory compliance and legal obligations.
Druva, with its cloud app integration, enables enterprises to regain control and address these challenges by providing

a centralized system for the management, governance, and recovery of user data — no matter where the data resides.

Druva delivers unified data protection, management, and information governance for cloud applications. Delivered
as-a-service, Druva inSync for SaaS applications simplifies backup, archival, and compliance to reduce the cost and
complexity of protecting online data, ensure regulatory compliance, and improve data visibility. With a single pane
of glass for management, your SaaS applications are protected without impacting end-user productivity.
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Backup and archival

Druva inSync delivers automated multi-cloud backup,
recovery, and compliance for SaaS applications such as
Microsoft, Google Workspace, and Salesforce to protect
against SaaS outages and attacks in a secure, centralized
cloud platform. Search and monitor for data risks across
cloud applications for sensitive information and take
corrective action for non-compliance with regulated

or policy managed end-user data.
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Easy cloud-to-cloud connectivity

Druva inSync leverages popular SaaS service APls to
connect directly with Microsoft 365, Google Workspace,
and Salesforce. Admins simply connect to their cloud
application service via the Druva inSync administration
panel and Druva inSync starts collecting and scanning
data by user.
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Centralized visibility over dispersed data

With inSync, enterprises have a single access point for
viewing and managing end-user data without having to
scour across multiple disjointed systems to find it. By
centralizing the cloud application, it consolidates with all
of their backup data and data and adding capabilities for
richer data insights, Druva inSync aids in adhering to
corporate data policies and regulatory compliance
requirements. Federated search enables administrators
to locate any file across cloud applications.

Simplifying eDiscovery for cloud
application data

DruvainSyncis the first integrated solution that
non-intrusively collects dispersed enterprise data across
cloud applications. Druva inSync merges all data sources,
provides a single dashboard for managing legal holds and
simplifies the eDiscovery process.

Investigative access enables IT and legal teams to locate,
view, preserve and collect data without impacting
custodians.

One-step archiving of user data

Managing data across cloud apps means that holding and
storing data for long term archiving becomes more
complex for IT, as each system has its unique nuances.
Druva inSync enables the organization to centralize the
data by user and retain it for as long as necessary.

Key features

Cloud backup and recovery
e Cloud-to-cloud integrated backup
e Global source-side deduplication
e Long-term archiving of end-user data

e Incremental forever backup model
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Saa$ application integration

e Microsoft 365: OneDrive, Exchange,
e Sharepoint, Teams

e Google Workspace: Google Drive, Google Docs,
Gmail

e Salesforce production and sandbox protection

Information governance

e Federated search across all backup data
e eDiscovery enablement
e Automated and proactive compliance monitoring

e Ransomware protection and recovery

Security

e Customer-only access to customer data

256-bit AES encryption for data at rest

TLS 1.2 encryption for data in transit

No key management required
Certs: SOC-2 Type-II, HIPAA, Privacy Shield
FedRAMP Authorized

Administration

e Cloud-based centralized management
e Role-based access control (RBAC)
e Microsoft Active Directory integration

e Single sign-on support

druva sales@druva.com

Americas: +1 888-248-4976
Europe: +44 (0) 20-3750-9440
India: +91 (0) 20 6726-3300

Japan: +81-3-6890-8667
Singapore: +65 3158-4985
Australia: +61 1300-312-729

Druva® delivers Data Protection and Management for the cloud era. Druva Cloud
Platform is built on AWS and offered as-a-Service; customers drive down costs by
up to 50 percent by freeing themselves from the burden of unnecessary hardware,
capacity planning, and software management. Druva is trusted by thousands of
companies worldwide, including over 50 of the Fortune 500. Druva is a privately
held company headquartered in Sunnyvale, California, and is funded by Sequoia
Capital, Viking Global Investors, CDPQ, Neuberger Berman, Tenaya Capital,
Riverwood Capital, and Nexus Partners. Visit druva.com and follow us on LinkedIn,

Twitter, and Eacebook.
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