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The Future of EL

CylanceOPTICS™ Al Driven EDR vs. Tradi

There is no doubt that organizations st
from endpoint detection and response |
technologies, which enable faster respd
remediation for security incidents.

However, attackers have worked hard tad
techniques, and procedures (TTPs) tod
rules-based EDR technologies, renderi

effective over time.

The evolution of TTPs and their impact on security solutions
parallels the demise of legacy AV products that have been largely
marginalized by attackers. Moving forward, EDR products that

)

Security
Approach

(=] 0

+ |
Required

Skills

il

Data
Collected

L)

=
Data

Storage

Threat Detection
Technigues

Threat
Hunting

o\

Root Cause
Analysis

Yo\

IR
Capabhilities

rely on rules will be unable to keep pace with new threats.

Classifying Al Driven
FDR Capabilities

Benefits

A prevention based
approach reduces the
overall number of
incidents that require
action/analysis

A solution accessible to
all widens the pool of
possible talent who can
manage the solution

Collecting only security
relevant activity data
locally significantly
reduces liability and
improves compliance

Storing data locally
significantly reduces
liability, improves
compliance, and
optimizes performance
and scalability

Eliminates the need for
up to thousands of rules
that must be created
and maintained by a
security expert

Increases your ability to
uncover hard-to-find threats
without adding staff

Automated approach
shortens time to
analysis completion

Automation and machine
learning allow
organizations big and small
to maintain the security
posture once thought only
available to the largest of
organizations
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Characteristics of Evolved EDR

o

Can beinstalled on any
endpoint in minutes

=

Requires no hardware or
expensive data streaming

U3

Does not require
constant updates

U4

Enables zero-latency
detection and response by
storing and analyzing data
locally on the endpoint

Uo

Delivers self-contained,
automated, machine learning
threat detection modules
that uncover otherwise

hard to find threats
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